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LUM®POBbLIE KOMMYHUKALIMA

NMPEOVCITIOBUE

B ycnoBuAax CTpeMUTENbHOIO Pa3BUTNA TEXHOTOMNN N ULNMPPOBM3aLLUN HALLEN XKUSH
KNOepMOLLEHHNYECTBO CTaHOBUTCA OOHOW U3 CaMbIX S3HAYMMbIX YIPO3 COBPEMEHHOIO
obuecTtBa. C poCcTOM NCMNOMb30BaHUA OHMANH-CEPBNCOB U MOBUITbHbIX MPUSIOXEHNIA

He TOJIbKO Ntoan cTaHOBATCA 6osiee YA3BUMbIMW 078 MaHUNYNALNA N aTak,

HO W rocydapCTBEHHbIE U YaCTHble KOMMaHUN.

[lo oaHHbIM CnenctBeHHoOro aenaptameHtTa MBI, 3a nepBble cemb MecALEB
2024 ropa 3apeructpupoBaHo 577 000 IT-npectynneHnn, n3 Hux 437 000 - aTo
MOLLUEHHNYECTBO U XULLLEHUA. YLLEePO OT TakMX NPEeCTYMNEHNIN OLEeHNBaETCHA

B 99 mnppg, pyo.

[To paHHbIM BaHka Poccun, B | kBapTane 2024 roga KoOnmM4eCcTBO MOLLEHHNYECKUX
onepauuii BbIpocno No4Ttn Ha 17%. 3a aToT Nnepmnon 3n10yMbILLUNIEHHNKAM yaasnoch
NOXNTUTb Y KNNEHTOB 6aHKOB 4,3 Mmripg, pyonein. Handonswinin o6bem XnLLEHNIN
3adonKCUpOBaH Yepes 6aHKOBCKME KapTbl — 1,9 mnpg, pyo. Ecnu B npowusnble roapl
60MbLUMHCTBO onepaunin 6e3 cornacua KINMeHTOB NpUxXoguaoch Ha onfaTy TOBapoB
n ycnyr B VIHTepHeTe, B nocriegHee BpeMa 3/10yMbILLIEHHUKN COKYCMPOBaNnCh
Ha OUCTaHUWMOHHbIX 6aHKOBCKUX cepBucax. MoLLleHHNKN He TOJSTIbKO NOXMLLAIoT

y YesloBeKa cpefcTBa CO cHeTa, HO M OOOPMAAIOT Ha HEro Kpeaur.

He MeHee cepbesHOol Yrpo30i CTaHOBATCA N dhenkoBble (NOXHbIE) HOBOCTU, KOTOPbIE
pPacrnpoCTPaHAIOTCA Yepes coLnalbHble CETU, MeCCeHOYKeEPbI U gpyrue umdpoBble
nnaTtdopmMbl. JIoXHaA MHPOPMaLLMA MOMET MPUBECTU HE TONbKO K MaTepuanbHOMY
yLLep6by, HO 1 K pa3pyLUEeHNIO OBLLLECTBEHHOIO OOBEPUA, OecTabunmsaaumm
NONINTNYECKOW CUTYaLLUKN N couManbHON HanpaXXeHHOCTU. DeKoBble HOBOCTM HacTo
NCMONb3YIOTCA ONA MaHUNYNALUW MHEHUEM FpaXkaaH, Co3gaHNA NaHNKN UK
pas3KuraHma KOHPNMKTOB. CornacHo gaHHbIM couuosnormndyeckoro I T-ueHTpa «dunanor»,
4nCIo PENKOB, CreHEPUPOBAHHbBIX HEMPOCETLIO, BbIPOCO NoYTK Ha (5% 3a 2024 ron
NO CpaBHEHMIO C aHANOMNM4YHbIM NMEPUOOOM.

PacKkpblBaeMOCTb KnbepnpecTynieHnn ocTaeTcaA CTabnnbHO HU3KOW U He NpeBbILLIAeT
27%. B aTnx ycnoBmAx HEOOCTAaTOYHO pacCUYUTbIBaTb Ha YCUINA NMPaBOOXpPaHUTENbHbIX
OpPraHOB — HYXHO aKTMBHO NOBbILLIATb OCBEOOMIIEHHOCTb rPpaX<gaH 0 Knbepyrpo3sax.

B namAaTtke cobpaHa nHdopmMauma o CaMbixX pacnpocTpaHeHHbIX Ha CEroaHALUHUA OEeHb
BUOaX OHMaNH-MOLLUEHHNYECTBA, a TaKXe NPoCcTble N 3PP EKTUBHbIE CNOCOOLI 6OPLOLI
C HUMMW.
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HTO TAKOE OAKTHEKWUHI
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S Ha OOCTOBEPHOCTb, pa

3T0 NpoLecc NpPoBepKn MHOPMaLLUK
KTUYECKYIO TOYHOCTb

E' NMounck n aHanuns
NnepBOUCTOYHIMKA

He noBepAanTe aHOHMMHbIM penocTam
nnu nyénmkaumam ns HEN3BECTHbIX
NCTOYHUNKOB. VICTOYHUK nHdpopmaumnm
OOSKEH ObiTb aBTOPUTETHBLIM U
HaOEeXHbIM

[MpaBnNo HeECKONbKUX
MCTOYHUKOB

(3

)

[la)ke ecnm UCTOYHUK HaOEeXHbI,
CpaBHUTE 3TN OaHHbIE C OPYrUMun
NCTOYHMKaMW. A eLle nyulle —
HalOuTe NePBOUCTOYHUK COOBOLLLEHNA

MpoBepka
LNTNPOBaHNA
LintnpoBaHmne 0omKHO BbiTb TOYHbIM,

NMOJIHbIM, HE BblpBaHHbIM
N3 KOHTEKCTa

), AHanus KoHTeKcCTa

WNHorpa paHHble MoryT ObITb
WCTUHHbIMU B OOQHOM KOHTEKCTE
N NTOXXHbIMU B gpyrom. ayuure
ob6CcTOATENBLCTBA, B KOTOPbLIX OblNa
nony4yeHa nHpopmauma

A MpoBepka hoTo
n Bngeo
Ncnonb3yinte o6paTHbIN MOUCK

N306paXkeHunii ona onpeneneHua
OaTbl NepBOHaYanbHOro pasmeLleHuns

MpoBepka
& cratucTuueckmx
OaHHbIX
ﬂ,aHHble OOJIXHbI ObITb
noarBep>XXgeHbl 0OCTOBEPHLIMUA

WUCTOYHMKAMUN N NPaBUSIbHO
MHTEepNpeTnpoBaTbCA

a| OueHkKa
= CTWJI9 Nucbma

Hannume apknx amoLMoHanbHbIX
YTBEPXOEHUN B TEKCTE Nybnnkaumnm
MOXET YKa3blBaTb Ha HEOCTOBEPHYIO
MHdOPMaLMIO NN HEBEPHYIO
MHTepnpeTaLuo OOCTOBEPHbIX haKToB

« [lpoOBepka
= paTbl nyénukauum

NHdopmaumna gonxHa bbiTb
aKTyasnlbHOM N HeyCTapeBLUEN

OueHKa 3aronoBKoB
N copep)XaHud

v)
"z
3arosioBKU MoryT ObITb
YTPUPOBaHHbLIMU U CAINLLIKOM
aMoOUMOHanbHbIMU. HuTante maTepuan
LLeSINKOM AJ1A4 Nosly4eHNA 0OCTOBEPHOMN

NHopmaumn

UcknioyeHne
& noatTacoBaHHDbIX
JAaHHbIX
NHdopmaumna He 0osKHa 6bITb

MaHMﬂyﬂHTMBHOIZ ninm npencTaBJiATb
TOJIbKO OlHY TOYUKY 3PpEHNA

+o [lpoBepkKa KayecTBa
" CCbIJIOK
Bce ccbinku OOJIXXHbl BECTU

Ha HageXHbl€ N aBTOPUTETHbIE
NCTOYHUKN

e BHumMmaTenbHOCTb
K aHOHNMHbIM
NMCTOYHHNKaM
NHdopmauma moxeT bbiTb MeHee

O00CTOBEPHOW NN NpeacTaBnATb
VWHTEepeChb! onpeneneHHoOn CTOPOHbI
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OENKUN N KAK X ONPEOESIUTb

( l Denkn — 3aBegoOMO HegoCToBepHad, cdhanbcudnumpoBaHHaa MHopMaLmAa,
Npu3BaHHaA BBECTU B 3abny»xneHne. Mapkepbl doenka B NybnmkKaunax He Bcerga
NOOTBEPXKOAIOT JIOXKHOCTb MHGOPMaLLMK, HO YKa3blBalOT Ha HEOOXOOMMOCTb Bonee
TLLaTENbHOW NPOBEPKIN COOOLLLEHNA.

Camble pacnpocTpaHeHHble MapKepbl

NHdopmauma Bbi3biBaeT AHOHMMHaA nogaya MpepocTtaBneHne oueHo4YHbIX Wcnonb3oBaHue
CUnbHble 3MOLNN: UCTIYT, UHcpopmMaLmu oT AKOObI CY>XAeHWN, BbIrOOHbIX [0ragok 1 ooMbICNOB
CTpax, BO3MYyLLeHne aBTOPUTETHOrO Nuua aBTOpY, 6e3 noaTBEPXAEHNA B Ka4yeCTBE apryMeHTOB
11 (11 11 370 No6ble BO3MOXKHbIE,
MpenckasaH KoHeL, cBeTal BNunsKuii K pyKOBOACTBY Onpochbl MOKa3bIBaIOT he Hg AOKa3aHHble PaKTbl
4yenoBekK cKasall... BbICOKN YPOBEHb W CODBITA

noooepxkun N

MporHo3upoBaHne cobbiTn  KoHcnuponornyeckasa OueHka TeKyL X cobbITA Hanuuue

no KatacTpodmnyeckomy aprymeHTauus (ccbinka C TOYKIN 3PEHUNA LLNPOKOro B KCTE OLINBOK

cueHapuio Ha HEKWIA 3aroBop) NCTOPUNYECKOro KOHTEKCTA
11 11 17 OT0 MOryT 6bITb ONeYaTku,
KopoHaBupycom LecatuneTnamm ot Hac Poccua Bcerpa 6bina ”yHKgya"""'OHHb'e W petesble
nepeodoneet 90% CKpblBanu... ToT cambli arpeccumBHbIM OLLWOKN, Hanndne
HaceneHna 3eMHOro Lwapa 3anpeTHbIN BbIMYCK rocynapcTBom CNEHTOBbIX N 7KaproHHbIX

BblpaxeHnm"

®dellkoBble cOObLLEHNA B MecceHaKepax

XapaKTepHble 0CO6eHHOCTU

He nmeloT aBTOpCTBa Copepxxart

N CCbINIKU Ha KOHKPETHbI HeO0CTOBEPHYIO

pecypc (B otnnume MHOPMaLMIO N HaCcTo

oT dpeikos B CMIW) opdorpacdunyeckne
OLLNOKMN

HanpaeneHbl Ha 6onbLUoN

oXBaT ayauTopumn, MpuBA3aHbI
MOTUBUPYIOT K HaCTOW K aKTyallbHbIM
nepecobisike cobbITUAM B obLLecTBe
SOMOLUOHaSbHbI, HeraTunsHbI

obpaLLeHbl KITINYHO» No cogepxaHunio,

Kagpecarty CEeIoT NaHUKyY
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TunnyHble NPU3HaKM PenkKoBbIX PacCbIIOK

HanucaHue 3arosoBKoB 1 nNpepnJiIoXXeHUin
NPONNCHbIMN ByKBaMu ¢ obnnuem
BOCKJIML,@aTeSIbHbIX 3HAaKOB

S

1

<ap»

Mcnonb3oBaHme amopn3u, crneunasibHblX 3Ha4YKOB,
ngeorpavMm mn CMalNJINKOB, XapaKTepHbIX anAd
COOOLLLEeHNI 1 nepeI'II/ICKI/I B MeCCGH,D,)Kean

«MPEOYNPEXXOEHWE», «c MAKCUMAJTbHbIN
PEMOCT!!», «PACMPOCTPAHNTb CPOYHO!
BO BCEX CETAX!!!».

« CPO4YHO »

MpAamoe o6paLleHue K agpecaTy no npodeccnun nnu
poay OeATeNIbHOCTIN, a TaKXKe 3MOLMOHalbHble
npunaratesibHble, KOTOPble COKpPaLLalOT ONCTaHLMIO
Memp,y aBTOp0M W YynTatenem

«PogHble mou!», «bpaTtba n cecTpbi!»,
«Konnern, gpysba! 3ta namartka ona BAC»

OneyaTKu, NYHKTYaLMOHHble, opcdhorpacdudeckume,
pe4yeBble OLWNBKN

BepoAaTHO, aBTOp NocnaHnA CO3HaTENbHO
UMUTUPYET peydb NPOCTOro YesioBekKa.
BaXxHO NOMHUTb, B 0douLManbHbIX TEKCTaX
OLUMNOKM He goonycKatloTcA

Mcnonb3oBaHume nekcnkuy, Kacatwulenca 6a3oBbiX
LLeHHOCTeMn: 300poBbe, 6e30nacHOCTb, XKN3Hb,
nnTaHue, Xxuiaunuie, netm, oeHbrn

«W Torga He HY»>XHbl Y>Ke OyayT Ham

HW COTOBbIE, HN KBapTUpPbl, H1 06pa3oBaHue
0EeTAM, HA MaLUUHbI, HU OTObIX
kKomMdpopTabenbHbIN 3a rpaHULEN»

2

\\

Jlo)xHaAa ccbisika Ha aBTOpUTETHbIE NCTOYHUKN

«TonbKo NpepncTtaBbTe cebe, 0 YEM B KKOJSIOKOMa
ObeT» He Tonbko cTapel nna, Ho n AdoHcKue
ctapubi»; «MctouHunk: TEPMAHNA,
MwuHncTepcTBO 30pPaBOOXPaHEHNA»

€

MporHosupoBaHne pa3BuUTNA CObbITUI
Mo KaTacTpopu4eCcKomMy CLieHapuio

«BoT-BOT BCe pBaHeT, N N3BHe, HO bornee
onaceH ona Poccun Bcerga Obin Bpar
BHYTPEHHUIN»

‘.@;

Mcnonb3oBaHmne aMOLMOHAaSIbHON JIEKCUKW,
AaBJiIeHNe Ha 4yeJsioBe4YeCKune 4yBCTBa,
MOpPaJZIN3aTopCTBO

«He 6ynbTe 6e3pasnunyHbl,
He OTMaxuBanTECH...»,
«4TOB BECb MNP 3HA!!!»

i |

HacTon4ymBbi Npu3bIB K 0,EeNCTBUIO
N pacrnpocTpaHeHuio MHpopMaunn

«[lepepanTe aTO CBOEN CEMbe, BCEM COCenAM,
3HAKOMbIM, OpY3bAM, KOJIsIeram»

EA30BAA NMPOBEPKA N30OBPAXKEHWUI

[Topo3putenbHoe oTo/B1OEO MOXHO MPOBEPUTL C MOMOLLLLIO

cepBuca «AHpekc.KapTuHku». Tak Bbl onpegennTte, Kak gaBHO
N300paxkeHme NoABUIOCh B CETU, HaNOETEe OpUrnHasn, oopesaHHble

N HeobpesaHHble Bepcun. Bo3MOXHO, OKaXXeTcA, YTO KapTUHKa

CTOKOBaA — 3TO TOXKe NMPU3HaK denka
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YTO TAKOE ONN®DENK
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Oundeink (Deepfake)

OTO TEXHONOrMA, OCHOBaHHaA Ha MCKYCCTBEHHOM UHTEJUJIEKTE, KOTOPAaA No3BOJIAET
co3fgaBaTb CbaﬂbLLII/IBbIe Me,D,MaCbaVIﬂbl, 3aM€eHAA Ha Bnaeo Jinua njiin maHmnnynnpyAa

o7

I/I306pa)KeH|/IF|MI/I TakKUM 06p630M, UTO pe3yJibTaT BbINMAOLUT BroJIHE I'IpaB,EI,OI'IO,EI,OGHO

KaTteropnn gundenkos

[eHepaumAa TekcTa

W BU3YaslbHOro KOHTEHTa
C UCMONb30OBaHNEM
HenpoceTen

dundoenkn
B peasibHOM BpeMeHU

CnydouHr.

Hewnpocetu moryT
KKJTOHNPOBATb» rosI0C
noboro yenoBeka

Ha OCHOBE aygMo3anmncemn
9TOro rosoca

PanblnBbie aKKaYHTbI.
Anroputmbl U moryT
ObITb NCNOMb30BaHbI AN1A
co3gaHuAa nognenbHbIX
npodounen B UHTEpPHeTE

OTnnumnTenbHble 0COOEHHOCTU OUndenKos

BunpeokoHTeHT

s

PoTorpacdun

$

Ayaonosanucb

HeecTtecTBeHHbIE
OBUXEHNA rnas.
Hanpumep, HeperynapHoe
MoOpraHume

HeCI/IHXpOHHbIe nnn
pe3Kne nBNXeHnA
Pa3JINYHbIX yacTen Tena

PaccuHxpoHusauma
OBVXEHNA ryo
C NPOU3HOCUMON peYblo

CwmeLleHne apKocTun
Ha pa3HbIX Kagpax

HecooTBeTcTBUME LBETA
NnLa 1 oCcTalsibHbIX YacTen
TeJ1a

Heunpocetam euie

He y[aeTcA NOBbICUTb
Ka4yecTBO NPOPUCOBKU
nanbues pyk (Hanpuwmep,
LLIeCTb NanbLeB Unu

NX OTCYTCTBUE)

Ecnn Ha KapTHKe BUOHDI
3y6bl, CTOUT
NPUCMOTPETbCA.
AHanorn4yHo NPoOpPUCOBKE
nanbLeB HENPOCETbIO

Peskana, HeecTtecTBeHHada
CMEHa MHTOHauun

OTcyTCTBME OKOHYaHUA
CNOB U NPenIoXeHN

OpHOCNOXHbIE, U3NLLHE
NpocCTble NPeaIoKEHUA.
Hanpumep, HeTunnyHaAa
peyb Y NOMNTNKOB,
KOTOpble€ 0ObI4HO NIO6AT
«U3BUNUCTbIED
KOHCTPYKL, MU
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PACMPOCTPAHEHHDbIE
NMPUMEPbI OMN®ENKOB

Peink

Mutenam Kypckon obnacTtu
HeobxoaMo NPUroTOBUTLCA

K 9BaKyaL KN, KOTopaAa MOXXeT
Ha4aTbCA B OnmxKaiLluee BpemMaA.
B Cetun pacnpocTtpaHeTca BUgeo
Bpuo rybepHatopa Kypckon
obnactu Anekcea CMnpHoBa

Ccbinka Ha ek
https:/t.me/kursk_v_teme/103

OnpoBep)xeHue

3a 0CHOBY B3ATO peasibHOE BbICTYMNJIEHNE BPUO
ryéepHaTtopa Kypckon obnactu, Kotopoe

OH onyo6nukoBan y ce6a B ouLmanbHOM
Tenerpam-kaHane. [llognoenky BbigaioT
HeeCTeCTBEHHbIE OBUMXEHNA YO N MOHOTOHHbIW
KMEeXaHN4YEeCKNIN» ronoc

NcxopHoe Bupgeo
https://t.me/gubernator_46/7235

Bunmanne, nokynareau nocéinka Kopeneno!

Coobuwaem Bawm, uto ¢ 9 asrycra 2024 roaa 3aBo3 npojyKTOB H APYTHX TOBapoOB
Oy/ieT OCYLIECTBAATHCA Pa3 B HEMEMIO - O BTOPHHKAM. DTO CBA3AHO C NOCTEIHHMH
COOBITHAMH B Hamem paioxe. B uensx Baweii GesonacHocTd npocHm:

# He co3aBaTh CTOANOTBOPEHHE
» HE CTOATH HA OTKPBITOH MECTHOCTH
> 3apaHee NJaHUpyHTe NOKYNKY

Beperwure cedst u CBONX GAMIKNY,C yBAKeHHEM AIMHHMCTPANKA Marasuua!

Peink

B coucetax noaBunacb ootorpadpmna oobaBneHua,
AKOObI pa3MeLLLEHHOro B MarasuHe B Mocesike
KopeHeBo. B HeM cka3aHO, YTO KynNuUTb NPOAYKTbI
MOXHO ByfOeT Tenepb NnLLb B onpeneneHHble gHU

OnpoBep)xeHue

Mo paHHOMY OOTO HEBO3MOXHO pacno3HaTb
pearnibHOEe pacrnosiIoXeHNe O6bABNEHNA — HET HU
Ha3BaHMA Mara3mnHa, HM KaKux-To y3HaBaeMbIX
06bekToB. OduumanbHble UCTOYHUKN — BNacTun
nocersika u permoHa — He coobLanu o npobnemax ¢
NOCTaBKOW NPOAOBOSIbCTBMA. Bce maraanHbl paboTatot
LUTaTHO

denk

BO34yLUHaA TpeBora, nogen
npegynpexpatT 06 onacHoOCTH

B KoHLe coobLieHnAa roBopuTca:
«Ckopo Bbl bygeTte
OEMUINTAapPN30BaHbl.

. | BHP 6ynet cBo6ogHON»

N NPOCAT CrNpATaTbCA B YKPbITUMN.

OnpoBep)xeHue

B benropope no paguo npo3sy4yana Ha Bngeo Hano)keHa 3ByKoBaA O0POXKKa,

YTO BblOAaeT HECKOJIbKO HioaHCoB. [Npexxae
BCEro, 9T0 HauYnNTKa, BbINOMIHEHHAA C MOMOLLLbIO
HenpoceTn. ATO MOXXHO NMOHATb MO XapaKTEPHOW
O1A NCKYCCTBEHHOIO UHTESIEKTa KHEXKNBOW
OUKLUN» U COOTBETCTBYIOLLLUM CMbIC/TIOBbIM

N MHTOHALMOHHbIM yaapeHuaMu. TekcrT,
KOTOPbIV 3BYYUT B POJSINKE, N3ObITOYHbIN

N N3NNLLHE 3MOLNOHabHbIN

— ~
/ Ccbinka Ha dpenk Bupeo onposeprxeHne
2 3 ¢ // https:/t.me/uniannet/141331 https:/t.me/beladm31/18359
\
Ha paHHOM cnanpge npencrtaBfieHbl NpMMepbl 3aBEOOMO .' \

NIOXHOW MHAOPMALMN 1 UITIOCTPALUIA, PacnpoCcTPaHAEMbIX
C LLeSIblo BBEOEHUA B 3abny»XOeHne, HarHeTaHnA naHnkun

N POPMUPOBAHMNA HEFATUBHbBIX HACTPOEHWIA Y FpaXkgaH |
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MHTEPHET-MOLUEHHWYECTBO
N KWBEPBE3OINACHOCTDb

WHTepHeT genaeT Hally XXU3Hb 6onee yassmumon. OgHa 13 akTyasbHbIX YTPO3 — OHJIaNH-MOLUEHHUKN.
YTOoObl HE CTaTb X XXEPTBOW, HYXKHO 3HaTb, KaKMNe KNOeprnpecTynieHNAa CerogHA pacrnpoCcTpaHeHbI.

BAObl COBPEMEHHOIO KWBEPMOLUEHHUYECTBA

' DduvHr
®

' Ataku Ha HTepHeT Beluein (loT-ycTpoiicTa)

dkcnnyartauua ya3BmmocTen

ATakun yepes counaJjibHYIO NHXXEeHepUio

ATakun yepes NCKyccTBeHHbI nHrennekT ()
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Cnoco6bl 3aWnTbI

O1

Mcnonb3oBaTb nporpammbl
ona dunsTpauum cnama

02

nepexon,

BHMMaTenbHO NpoBepATb CChIIKY
1 KHOMKY, MO KOTOPbIM COBepLUaeTe

10

Kpax<a nyHbIX OaHHbIX, HAaNnpUMep NOrMHOB U Naposen,
Yyepes nopaesbHble Be6-carTbl NN 3NIEKTPOHHbIE MNCbMA.

03

[MpoBepATb, KOPPEKTHO
N BbIrMAQUT agpec canTa
NN 3NEKTPOHHOE MNCbMO

[Mprmepnbl

Kak npoBepuTtb
agpec canTa

HdonycTum, Bbl XOTUTE 3aiiTK Ha canT VK.
Beoaunm 3anpoc B NOUCKOBYIO CTPOKY bpay3epa
N CMOTPUM pes3yJsibTaT Bblaadn

Kak npoBepuTtb
9NEeKTPOHHOE NMUCbMO

01 MpoBepaem agpec camTta. OH OOMKEH BbIrMALETb
MMEHHO TakK, 1 HUKak nHade https:/vk.com

02 CmoTpum, ecTb in noroTun
1 onucaHme y canTta

01 Hy>XHO oueHNTb copeprxaHue nucbma )
1N MPOBEPUTb, 32 KEM 3aKpernJieH No4YTOBbI
agpec oTnpaBuUTenNA.

Ecnu B nucbme ectb cnoBa: «Ha Bawi cyer
3a4MCieH BbIUrpbil», «3apaboTanTe 6e3
BJIOXKEHUIN» N NOXOXKNE — 3TO MOLLUEHHUKMW!

¥ BaxHno !

CrapanTtecb nocewiatb CanTbl C 3aLLLEHHbBIM
npoTtokonom https.
S 3HA4YUT «secure» — «6e30MNacHOCTb»

02 Takxke cnenyeT NonckKaTb CaT KOMMaHNN
M Y3HaTb, YKa3aHa /11 TaM JaHHaA noyTa
B KayecTBe opuumanbHON

03 O6pau.|,a|7|Te BHUMaHWNE, 4YTO KOMIMaHNW 3a4aCTYylo
66pYT KOPOTKOE€ O OMEHHOE NMA, a TaKXKe
BbIKYMalOT BCE NMOXOXXune

Ecnun BngnTe panHHoOEe Ha3BaHMe TunNa

https://vk.site.safe.com,
TO Jiy4dLl€e BHUMaTEJIbHEE €ro NpoBEPNTb

% BhHumaHue

YacTo nogaenbiBaloT CanTbl MapKeTNIeNCoB, K NpuMepy
Wildberries. Nocne oopmneHna 3aka3a MOLLIEHHNKWN
NPOCAT NoKynaTenda NPOAOSHKNTb OManor B KaKOM-HNOyOb
MeCcCeHO)Xepe U NepeBecTU OeHbIN Ha PEKBU3UTbI KapTbl.
[Mpwn aTOM Ha NoYTy Jaxke MOXKET NPUATU NUCbMO

«oT Wildberries» o noctynneHun cpencts

MoLLeHHNKN MOryT NCMob30BaTb N KOPOTKNN
° nomeH, Hanpumep https:/vk.org. 31o ccbinka

Ha cCalT-3epKasno, KOTOpbI OT OULLMNaNbHOIO

OTNINYaETCA TOSIbKO OKOHYaHMEM OOMeHa

NMNomMHUTE, 3TO HE3aKOHHO!

Bce nepenuckun, Bce TpaH3aKU N OONMKHbI
NPOUCXOAUTb TONbKO Ha nnatdopme
MapKeTnnenca. Ecnuv 4To-To NONOeT He Tak, Bbl
CMOXKeTe 06paTUTLCA B CNYXOY NOOOepPIKKIN



https://vk.com/
https://vk.site.safe.com/
https://vk.org/
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Ataku Ha NHTepHeT Beweii (loT-ycTpoicTea)

CeTb YCTPOWCTB, KOTOPblE OCHALLLEHbI CpeacTBaMm CBA3M OpYr C OpYyromMm —
e aT0 nHTepHeT-Bewel (loT-ycTpoiircTea, Internet of Things). Hanpumep cuctemsi
i = 6e30nacHOCTM A0Ma, YMHbI€ KOJTOHKWN, XOSI0AWNbHUKN U apyraA bbiToBad
" TexXHuKa. Takure yCTponCTBa BCe Yallle CTAaHOBATCA MULLEHbIO O/1A aTakK.

edEICInI—L2;
o-On-00

Cnoco6bl 3aLlnTbI

O1 02 03 04

N3onnpoBatb Takmne OTcnexxunBatb, He ncnonb3oBatb Ecnun HeT BO3MOXHOCTU

YCTPONCTBa B OTOENbHYIO He NOAKNIOYNINCH 0o6LLLEea0CTYNHYIO nogkKnto4YnTbCA

CeTb C HaaEeXXHbIM NN K BalLlen gomMallHen cetb Wi-Fi n tem 6onee K pomaruHenn cetn Wi-Fi,

naponem onAa oocryna CeTN NOCTOPOHHME He nepecbinaTtb NCMNonb30BaThb
YCTpPONCTBaA C NMOMOLLLbIO Hee MOOWUIbHbIN NHTEPHET

Ba>XHbl€ OaHHbIE

Mpumep

§ BaxHo

Yenosek Ecnn nopgkniovyeHund
NooKJIlo4nUnICca K cetTun K oowen cetn Wi-Fi
Wi-Fi B Kadhe He n3bexxaTb:

3awen B akKayHT cBoero 6aHka 01 3axofuTe Ha canTbl TOJIbKO
N NPOoun3Bes HEKYIO onepauuio. C npoTtokosiom https

Mocne 3J1I0YMbIUUJTIEHHUK
NOOKITIOYNIICA K TON XKe ceTun

n nepexeaTtwusi BCe OOCTYMbl —
Tenepb AeHbrn B pykKax MoLLleHHUKa

02 HactponTte oByxdakTopHyio
ayTeHTUnKaumio




3SHAHIWE.
FOCYOAPCTBO
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m:  9KcnnyaTtauma yA3BUMOCTEN

e [TporpammHoe obecriedeHmne NOCTOAHHO OOHOBIIAETCA.
Crapble BepCcuM CTaHOBATCA MEHee akTyalibHbIMU 1 6oriee
e —  YA3BUMbIMIN ON1A MOLUEHHNYECKUX OENCTBUN.

Cnoco6bl 3aWnThbl

O1 02

03

N36eratb cTapbix BEpCUIA NPOrpamMmm: Cneputb 3a perynapHbim CkauumBaTb 0OHOBNEHUA
OOHOBNEHMe — 3To yCUneHue OBHOBJIEHMEM M NATYNHIOM CUCTEM 01A MOBUITbHbBIX NPUNOXXEHNI

6e3onacHoOCTM 1 yooobcTBa

or

CnepnTb, 4TO BbI paspeLllaeTe BallMM NpusioXXeHNAam.
J'Iquue BCEro BbI6VIpaTb MYHKT «TOJIbKO
npm NCNoJib30OBaHNN MPUNJ1I0XXEHNA»

K JINYHbIM OaHHbIM.

Cnoco©6bl 3aWnThbI

O1

HayyunTtbca pacnosHaBaTtb

TaKTUKUN aTak Yepes CoLnarnbHYIO NHXEHEePUIO
(o6palLieHnEe 3a SKCTPEHHOM MOMOLLBIO, MPEANOMEHNA
NPMobpecTn Kakon-To MNPOLYKT U MOMOYb pPa3peLLnTb
«NpPoBNeMHYIO» CUTYaLINIO)

02

Cobniopatb KynbTypy 6€30MnacHOCTU: HUKOMY 1 HUKOrOa
He coo6LanTe NOrMHbl N NAPONN K NTNYHbIM aKKayHTaMm,
koabl 6esonacHocTn (CVC) 6aHKOBCKMX KapT,

He nenuTecb NepCcoHasIbHbIMN OAHHLIMN U OPYroW
NNYHON MHpOoPMaLMeEN C HE3HAKOMbIMU NIOabMN,
ncnonb3ynTe NporpamMmbl onpeneneHna cnama

N3 opmLManbHbIX MarasuHoB
(Hanpumep, RuStore)

05

Wcnonb3oBaTb cucTeMbl ynpasJsieHNA YASBUMOCTAMN
0J14 MOHNTOPWHIAa 1 YCTPaHEHNA PNCKOB

ATaKku yepes coLnanbHYIO UHXXEHEPUIO

3ﬂ0yMbILLIJ'IeHHI/IKI/I NCTMOJIb3YIOT NMCUXOJIOTMYECKNE TNPUEMDbI
N MaHUMYJIMPYIOT MNMOJib30OBaTEJIAMMW. Harlpvlmep, MOTYT NPeEONCTaBNTbCAH
COTpYOHNKaMW 6aHKa nnn noanunm gnq MnoJiydeHmAa OocCTYyra

12

HekoTopble NnpnnoXxeHunsa
nepenatoT gaHHble CBOUX
nonb3oBaTesien

MoaTomy, Nnpexxge 4em BbiIbpaTb Nporpammy

0,19 onpeneneHna cnama, no4YnTanTe OT3biBbl Ha Pa3HbIX
NCTOYHUKAX, MOCMOTPUTE OLLEHKY NPUNOXKEHNA N 0630pbl
OT npodreccmnoHanos




3SHAHUE.
FOCYOAPCTBO
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[Mpymepbl aTak Yepes3 couManbHYI0 MHXXEHepPMNIo

il Q -—

YenoBeKy NocTynun 3B0HOK 3BOHOK 13 «TeneoHHON 3BOHOK OT «COTPYOHNKOB»
OT KCOTPYOHMKOB BaHKa» KoMMaHum» nonuunn
MpocAaTt HasBaTb LndpbI lMpocAaTt HasBaTb Napob akKKayHTa OHM roBOpAT XXepTBe, YTO Ha Hee
C 060pOTHOI7I CTOPOHbI KapTbl. Ha «Focycnyrax». MoLieHHUK 3aBE€NEHO OeJyio U npegrsaratoT
[Mocne 4yero cHMUMaIOT CO cYeTa rnosiy4yaeTt OoCTyn K nacnopTty OT HEro OTKYNUTbCA
BCE OEHbrn n cnpaeke 2-HO®DJ1, a 3atem

othbopmnAaeT oHNanH-KpeauT

Ha NMA XXepTBbl

Ba)xHo

B nopo06HbIX cuTyaumax Heo6xoanmMo ObiTb MOpasibHO
YCTOM4YMBLIM K HarnagkKam coO CTOPOHbI 3/10YMbILUIEHHNKOB,
nenatb nay3bl U aHaNN3npoBaTb, HTO BaM rOBOPAT.

MolueHHMKWM NbiTaloTCcA OencTBOBaTb ObICTPO, YTOObI Bbl HE YCNenu
obpaboTaTb MHOPMaLMIO 1 caoenann To, YTO NPOCAT.

Jly4lue Bcero NnpocTo NonoXXnTb TPYOKY 1 NEPE3BOHUTL NO oduLmManbHbIM
KOHTaKTaM OpraHmsauum, COTpygHUKamMm KOTopowm npencTtaBUInCh
noTeHUnanbHble MOLWEHHUKWU. Ecnn ocTannucbk cCOMHeHUda, obpaTutech

3a COBETOM K NMpodheCcCnoHasnbHbIM IOPUCTaM.

—
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NoeHTndmnkaunoHHbIE aTakun

Kpaxxa ngeHTndunKaunoHHbIX JaHHbIX NOJSib30BaTeNeN, Hanpumep
NMeHW, OOMeHa, afpeca 3NEKTPOHHOW NOYTbI, Maposd, LMgpoBbIX
cepTnduKaToB U T.M. B oTnnyme oT atak 4yepes coumanbHyo
NHXXEHEPWIO, MEPCOHasbHblE OaHHblE 3/I0YMbILLIIEHHUKW NOSyYaloT
6e3 Ballero y4yacTtuA.

Cnoco6bl 3alnThbl

O1

02

HacTpontb oByXdakToOpHYI0 ayTeHTUdnKaLuio PerynapHo o6HOBNATL Napoan
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ATakun yepes nckyccTBeHHbIn uHtennekt (M)

NckyccTBeHHbIn nHtennekt (M) nomoraeT MOLLEHHUKaM 06X0auUTh
3alMTy canToB, obpabaTbiBaTh 60MbLUVE 06bEMbI JaHHbIX, CO30aBaTb
60TOB, COBEpLLATb CNamM-aTaku 1 MHOroe apyroe.
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Anndenk — ognH N3 cambix
pacrnpocTpaHeHHbIX CNOCcob0B

aTakun 4yepes U

Bbl MOXXeTe noJsly4nTb 3BOHOK,
B TOM YUCJie BUO,E03BOHOK,
1 BngeocooodLieHne

DerK MOXET BbIrMAQETb U roBOPUNTb O4EHb NMOXOXKe
Ha BaLlero gpyra ninm ponocrBeHHMKa. MoweHHnKN
TaKXe MOryT rnogaesfartb HOmMmep TeJ'IerOHa

CnocoObl 3aLlThbI

O1

Ecnn cobecegHuk nbiTaeTca y3HaTb
Yy Bac KOH(uOeHUanbHyo
MHdOOpMaLMIO, YTPOXKaeT,
3aBepLInTe NOJO03PUTENbHbIN
3BOHOK 1 NEPE3BOHUTE YENOBEKY

Mo HOMepY, KOTOPbI COXpPaHEH Yy Bac
B TenedoHe

or

Kaxxgblin pa3 BeauTe 3anmchb
ownanora, Yytobbl UMeTb
O0Ka3aTeNbCTBa MOLLIEHHNYECTBA

02

Mpnoymainte KogoBble pasbl
OJ1Aa pasroBopa no TenedoHy

05

Mcnonb3ynte NHCTPYMEHTDI
M NporpamMmbl OJid pacno3HaBaHUA
oundenkon

¥ BHumaHue

Adundoenk moXxxeT UMNUTNPOBaTb gake
npencraBUTesIEN TOCCTPYKTYP

OHn 6yoyT cnpeTtb B KabnHeTe, B popmMe 1 03BYy4MBaTb Kakne-To
TpeboBaHMA K BaM. B Takon cutyaumm nyduie npekpaTnTb obLeHue,

a TaK)xe NpoBepuUTb MHOPMaLMIO C MOMOLLbIO 00CTOBEPHbIX UICTOYHNKOB:
Ha odprLManbHbIX canTax MUHUCTEPCTB U BEOOMCTB, OT KOTOPbIX
NOCTYNWU0 NOQO3PUTENbHOE COOOLLEHME.

03

3apainTe HeOXXKMOaHHbIN BOMNPOC,
OTBET Ha KOTOPbIN MOXET 3HaTb
TOJIbKO Balll HAaCTOALL WA

cobecefHUK. DTO MOMOMKET NOHATD,

KTO C BaMW pa3roBapuBaeT

06

MopomeyanTe HETOYHOCTU B BUOEO,
HanpuMep B OBMKXEHUAX
ryé nnm 6posei




3SHAHIWE.
TOCYOAPCTBO
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N36erante nioboin nepenaym BaXHbIX JaHHbIX Yepe3 NHTEPHET

TonbKO TaK MOXHO ObITb B MNOSIHOM 6e30MacHOCTU
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Bcerpa 6ynbre 6auTenibHbl U HE TePANTE KOHLUEeHTpauun

O6Aa3aTenbHO KPUTUYECKUN OCMbICIANTE NonydYaemMyio MHopMaLLMIO 1 3anpochbl Ha BaLln NepcoHasibHble AaHHble

R

[MomMHUTE, YTO Y rocyaapCTBEHHbIX U PUHAHCOBbIX OpraHU3aLU i1 CYLLECTBYIOT
KaHanbl CBA3U, YCTaHOBJIEHHbIE 3aKOHOM PO
O6bI4HO 3TO 3NEKTPOHHAaA NoyTa, nouta Poccuun, cneunanusmposaHHble nnatgopmbl («focycnyruy).

MoaTtomy, Hanpumep, coTpyaHkun MB[, HMKorga He NO3BOHAT UKW He OTNPaBAT pa3finyHble YBeOOMMNEHNA/OOKYMEHTHI
no WhatsApp* B pamkax odoumumanbHoro obuieHna. Ha nogo6Hble 3BOHKW UK COOOLLLEHMA Bbl BNipaBe He OTBeYaTb.

*npuHapnexunt komnaHum Meta, koTopaa NprsHaHa B Poccun aKCTPEeMUCTCKOM, ee OeATesIbHOCTb 3anpeLleHa




